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 In this study, the inactivation performance of units against pathogenic 
and biotoxin threats in a water treatment plant is studied. The 
assessment of the units and hazards of the water treatment plant 
against each of threats is studied by the RAMCAP risk analysis. The 
experiments showed that the Aflatoxin was eliminated only by 
disinfection units. The reverse osmosis unit had high efficiency in 
removing Ricin, while the sand filtration had the lowest efficiency in 
removing biotoxins. The microbial analysis showed the total coliform 
bacteria, thermotolerant coliform and HPC index were increased 
slightly by increasing the incoming water's pH and turbidity, while 
their count were significantly reduced by increasing the free residual 
chlorine. Changes in the water temperature also had minor effects on 
microbial indexes. The RAMCAP analysis is used to reduce the 
vulnerability of units to conventional threats by determining the risk 
values of the units and finally, to present practical solutions. 
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1. Introduction 
Large-scale water treatment plants use a 
variety of methods to achieve the high-quality 
drinking water. The most important of these 
methods are chlorination, ozonation, 
filtration, coagulation, reverse osmosis, and 
the use of absorbents [1-2]. On a small scale, 
the UV irradiation technique is also used to 
purify the water. Depending on the method 
used to purify water for drinking purposes, 
some microbial and chemical threats can be 
expected to be removed. Indeed, the use of 
combined methods in water treatment units 

makes it possible for the purified drinking 
water to have the necessary standards [3]. 
One of the most critical concerns in a 
drinking water treatment plant is safeguarding 
the system against the threats. Among the 
hazards that can threaten the drinking water 
are biological and chemical hazards [4-7]. 
The use of bacteria and viruses during wars in 
the drinking water reservoirs to weaken the 
country was commonplace, and the drinking 
water systems have always been the target of 
bioterrorist attacks [5]. In this regard, the 
system vulnerability assessment plays an 
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essential role in the risk analysis and 
management of the drinking water plants. 
Vulnerability refers to the extent or degree of 
the damage caused by the risk to the system 
or the community [8]. 
   Biological hazards threatening the water 
quality can be caused by pathogens and 
biotoxin agents. In general, the ability of 
pathogens is greater than that of biotoxins [4]. 
Biological factors have characteristics that 
have attracted the attention of some hostile 
countries and terrorist groups. One of the first 
problems of biological hazards is that it is 
difficult to detect the existence and type of 
hazards, while they easily get transmitted 
from person to person. The microbial dose 
necessary for causing infection, which is 
known as the minimum infectious dose, may 
vary from a few to thousands of microbial 
cells [9]. For example, the estimated 
infectious dose for Bacillus anthracis that is 
used as biologial threat in the drinking water 
is 6000 spores via the inhalation route, while 
the corresponding value for Francisella 
tularensis agent is 10-50 cells by the same 
rout [10]. The most pathogenic agents that 
have been used to infect the drinking water 
supplies for bioterrorism purposes are 
bacterial species (Bacillus anthracis, 
Bressinia postis, Vibrio cholera, Escherichia 
coli anthrohemorrhagic), bacterial toxins 
(anthracinol) and noted fungal and plant 
toxins (trichothecens and ricin) [9-14]. 
   Biotoxins are colorless and odorless 
substances, which are both toxic and 
biological origin coming from plants, animals 
or specific chemical agents. The production 
of biological agents may be less complex and 
less costly than that of the chemical poisons. 
The major biotoxins that have the potential 
for weaponization and threats to the drinking 
water supplies are Ricin, Saxitoxin (STX), 

Aflatoxin (AFT), and Anatoxin-a (ATX-a) 
due to their high stability in water [8, 15]. The 
Ricin is produced by the castor plant R. 
communis, which has a lethal dose for 50 % 
of the test population LD50, equal to 20 mg/kg 
of the body weight [10]. The LD50 of STX, 
AFX and ATX-a are 3-10, 100-800, and 200 
µg/kg of the body weight respectively [10]. 
AFT has low solubility in water and is 
probably heat sensitive and resistant to the 
chlorination [16]. Four main AFTs include 
B1, B2, G1, and G2, which are of significance 
as the direct contaminants of foods and of 
which molecular structures have been 
elucidated [16]. AFTB2 and AFTG2 were 
established as the dihydroxy derivatives of B1 
and G1 respectively. The order of chronic 
toxicity is B1>G1>B2>G2 [15]. ATX-a 
converts to a non-toxic form in water within a 
few days. This toxin is relatively resistant to 
the chlorination and filtration methods, as 
mentioned methods have little effect on 
removing this toxin [17]. For the Botulism 
toxin to effectively contaminate the drinking 
water tank, it must enter the water after it 
leaves the treatment plant and must also be 
able to survive in the presence of free residual 
chlorine (FRC). So, very high amounts of the 
toxin are required for water tanks and 
therefore, it is not suitable for poisoning large 
water tanks. However, sunlight turns it off in 
1-3 h. Botulinum toxin is also inactivated in 
the air within 12 h and is very sensitive to 
temperature and boiling conditions [15]. 
   STX is water-soluble and resistant to acidic 
conditions and is stable under natural 
environmental conditions. STX is sensitive to 
an alkaline environment. This toxin is 
inactivated by more than 99 % after 30 
minutes of exposure to a concentration of 10 
mg/L of the free chlorine. Iodine at a 
concentration of 16 mg/L does not affect 
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saxitoxin. The reverse osmosis system 
removes saxitoxin from water up to 98.8 %, 
but the coagulation system does not impact on 
it. The efficiency of eliminating toxins from 
the drinking water by charcoal is low under 
normal conditions [15]. Ricin loses its 
toxicity within 10 minutes at 80 °C and is 
inactivated within 50 h at 50 °C but is stable 
at ambient temperature [8]. After 20 minutes 
in the presence of excess chlorine at a 
concentration of 100 mg/L, Ricin inactivates 
it up to more than 99.4 %, but remains 
healthy at a concentration of 10 mg/L. Iodine 
of up to 16 mg/L does not affect this toxin. 
The reverse osmosis system can effectively 
remove 99% of Ricin from water, but the 
coagulation process has no impact on its 
inactivation. The charcoal-containing system 
can effectively remove this toxin from the 
drinking water [18]. 
   Hoffmann showed that the efficiency of the 
chlorination process to remove Microcystins 
toxins in the water treatment depends mainly 
on the chloride compounds and their 
concentration [19]. Aqueous chlorine and 
calcium hypochlorite at ≥1 mg/L remove 
more than 95 % of microcystins, while 
sodium hypochlorite at the same dose 
achieves 40-80 % of removal. Rositano and 
Nicholson [20] found that the 
coagulation/flocculation process is an 
efficient route for eliminating cyanobacterial 
toxins such as microcystins, STX, and ATX-a 
from the drinking water, while soluble 
cyanotoxins are not very efficiently removed 
from the mentioned route. Rositano et al. [21] 
found that ozone was the most powerful 
oxidizing agent that led to the destruction of 
cyanobacterial toxins. They showed that 1 
µg/L ozone dose can eliminate 200 µg/L of 
Microcystin in 5 min [21]. The WHO has 
recently set a new provisional guideline value 

for Microcystin of 1.0 µg/L in the drinking 
water [22]. Schneider and Bláha [23] found 
that the cyanobacterial toxins can effectively 
be removed by conventional water treatment 
plants. They proposed the advanced oxidation 
processes to remove cyanobacterial toxins 
from the drinking water. 
   In this study, the performance of each unit 
of an urban water treatment plant against the 
inactivation of pathogenic and biotoxin 
threats is investigated experimentally. The 
most important biotoxin agents were Ricin, 
AFT, ANT-a, and STX, while the amount of 
HPC bacteria count, total coliform and 
thermotolerant coliform were determined to 
achieve the index of pathogenic agents. At 
first, the effect of physicochemical parameters 
including pH, temperature, turbidity and FRC 
of water on the inactivation rate of hazards 
was studied. In the second part, the 
assessment of water treatment units and 
hazards of different units of water treatment 
plants against each of pathogenic and biotoxin 
hazards was studied by the RAMCAP risk 
analysis. 

2. Experiments 
2.1. Materials and reagents 
Materials used in biotoxin analysis 
experiments contain Ricin, ATX-a,            
AF-species (G1, B1, G2 and B2), and STX. 
Trypsin was purchased from Rocho Co. 
(Germany). Pure ATX-a fumarate salt was 
taken from Abcam@ (Cambridge, UK). 
Dithiothreitol (DDT) and iodoacetamide were 
purchased from Merck, Darmstadt, Germany. 
The Phosphate-buffered saline solution [137 
mM KH2PO4, 3.2 mM KCl and 7.3 mM 
NaOH] was purchased from Panreac 
(Barcelona, Spain). The pure Aflatoxin R0 
was purchased from FERMENTEK Ltd. STX 
dihydrochloride (6.6×10-2 mM in 3 mM HCl) 
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was purchased from National Research 
Council Canada. The materials used in the 
liquid chromatography (LC) analysis were 
acetonitrile (HPLC grade), methanol 96 %, 
trifluoroacetic acid and Chromatolith®, which 
were purchased from Merck, Darmstadt, 
Germany. 

2.2. Processing of biotoxin samples 
The individual extraction protocol was 
applied for each of the biotoxins. Samples 
were handled in a class 2 biosafety cabinet 
equipped with high energy particulate air 
filters because of safety requirements. The 
concentration of Ricin, ATX-a, AF-species 
(G1, B1, G2, and B2), and STX were 10, 1, 
10, and 5 mg/L respectively. Samples 
containing Ricin were digested by trypsin 
following protocols similar to those described 
earlier [18]. Briefly, the Ricin samples were 
incubated with 100 mM of DDT at 60 oC for 
one hour. After cooling to ambient 
temperature, the samples were mixed with 55 
mM of iodoacetamide for one hour. The final 
mixture was subjected to digestion using 
trypsin at 38 oC in an incubator for 10 h. The 
prepared samples were stored in completely 
closed containers for analysis. 

2.3. Sample characterization 
Samplings were done before and after points 
of the water treatment plants of Hamedan city 
(Ekbatan and Shahid Beheshti water 
treatment plants, including chlorination, 
ozonation, reverse osmosis, 
coagulation/flocculation and sand filtration 
units). All samples were stored near ice and 
transferred to a laboratory for testing in less 
than 2 h. Microbial tests were performed by 
3759 standard of Iran. The physicochemical 
properties such as the pH, turbidity, and FRC 
of water samples were measured through the 

titration analysis according to 1011 standard. 

2.3.1. Pathogens analysis 
Samples were taken randomly and following 
standard conditions to prevent secondary 
contamination using sterile glass bottles 
containing thiosulfate. The HPC index, 
coliforms and physicochemical parameters 
including FRC, turbidity, temperature, and pH 
were examined. The MPN 1 method was used 
to count the total coliform [24]. The culture 
mediums including Lactose Broth (LB) and 
Brilliant Green Lactose Bile (BGB) Broth 
were used to study coliform bacteria, while 
R2A was used to study heterotrophic bacteria 
[24]. In summary, the LB culture medium 
was used as a possible step in the multi-tube 
fermentation experiment. For the drinking 
water, ten tubes containing 10 ml of the 
sample were prepared. After 24 h of 
incubation at 35 °C, the tubes were examined 
for the microbial growth and gas production. 
If all the samples showed negative results 
after 24 h, to ensure the negative results' 
correctness, the samples were placed in the 
incubator for another 24 h. No acidic reaction 
or gas production after 48 h indicated a 
negative effect, while acidic reaction or gas 
production after 48 h indicated a positive test. 
Positive tubes were transferred to the 
confirmation phase in a possible reaction [6, 
24]. 
   The drinking water samples that showed 
microbial growth without acidic reaction or 
gas production were also transferred to the 
confirmation phase. In the confirmation 
phase, BGB Broth fermentation tubes were 
used. The suspicious tubes, in which the gas 
or acid production were seen, were gently 
shaken to allow the organisms to float. Using 
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a sterile loop with 3 mm in diameter, one or 
more complete loops were transferred from 
the first stage fermentation tube to the 
fermentation tube containing BGB Broth in 
the confirmation step. The tubes in the 
confirmation stage were heated to 35 °C. The 
formation of any amount of gas in the 
Durham tubes at any time up to the end of   
48 h of incubation indicates the response at 
this stage [11]. The HPC test was performed 
by the spread plate (Spread Plate Count) 
method to determine the heterotrophic 
bacteria's growth. The incubation temperature 
of culture media was adjusted at 35 °C for 48 
h [11]. 

2.3.2. Biotoxins analysis 
The LC-MS analysis was used to determine 
the concentration of biotoxins in the water 
samples obtained from the different points of 
water treatment plants. Briefly, sample 
aliquots with volumes of 50-200 µl, 
depending on the quantification results 
obtained by ELISA, were purified and 
concentrated by the galactose affinity 
chromatography [25]. In this method, the 
affinity separation using a galactose column 
(1.6×5.2 cm) of galactose substituted epoxy-
activated “Sepharose” was performed and 
repeated three times to isolate Ricin and R. 
communis agglutinin (RCA120) from other 
constituents in the precipitate. Finally, the 
size-exclusion chromatography was used to 
separate Ricin from RCA120 [25]. The 
digests were analyzed by a high-resolution 
MS analyzer (nanoLC-MS, Milford, MA, 
USA). The retention time and the mass of the 
biotoxins were compared with the reference 
samples. The mass spectrometer was operated 
in a positive ion mode at 100 °C, a voltage of 
40 V, the gas flow rate of 30 L/h, and gas 
pressure of 0.59 bar. The reverse-phase 

separation was carried out on a 
nanoACQUITY Symmetry C18 column   
(180 μm×20 mm; 5 μm) and a 
nanoACQUITY BEH130 C18 column        
(75 μm×250 mm). The injection volume was 
5 μl, while the flow rate was set to 0.2 μl/min. 

3. RAMCAP analysis 
Different definitions of risk analysis have 
been presented in various scientific areas as 
the main part of risk management. The most 
important of these definitions consider risk as 
a combination of the probability of the risk 
severity, the severity of the risk effects, and 
the vulnerability of the components or units. 
New guidelines have been developed to 
assess and manage risk in water and 
wastewater plants. Figure 1 shows the 
different steps to evaluate the RAMCAP risk 
in water treatment plants [26]. RAMCAP was 
proposed the risk methodology of the choice 
advocated in the first official release of the 
National Infrastructure Protection Plan 
(NIPP). Based on the NIPP, RAMCAP 
satisfied the baseline criteria values for the 
risk assessment. RAMCAP is also applied 
based on the J100-10 American Water Works 
Association (AWWA) [27]. In this work, the 
first two stages of the assessment of units and 
the assessment of the pathogenic and biotoxin 
threats affecting the urban water treatment 
plant are investigated to be a model for 
assessing the vulnerability and risk of the 
water treatment plant to the threats. 
   Table 1 shows the criteria for the economic, 
functional and uniqueness of assets and 
facilities in water treatment plants. The 
economic value is the real value of an asset. 
The functional value means that if an asset is 
affected by the threat of damage, what impact 
it will have on the performance of the water 
treatment plants. As it can be seen, the 
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chlorination has the highest rating in the 
functional and uniqueness values in the 
indexes of the criteria of functional and 
uniqueness values of assets, indicating its 
importance in the water treatment plants. The 
unique value of equipment and assets is 
examined. In other words, if a unit is 
damaged by a threat, what are the problems, 
of which the value is numbered from one to 
10 [28, 29]. The levels of criteria values for 
each plant, described in Table 1, were found 

from the AWWA J100-10 source [27], which 
were obtained from the completion of related 
questionnaires by experts in the water 
treatment industry. 
   Finally, the three described criteria are used 
to prioritize the assets and threats, and the 
vulnerability assessment of water treatment 
plants. The final score is obtained from the 
sum of the three criteria, which are presented 
in Table 2. 

 

 
Figure 1. The Modeling of the Risk Assessment Process by the RAMCAP method [26]. 

 
 

Table 1 
The criteria for the economic, functional and uniqueness of water treatment plant. 

 

Row 
 

Plants Criteria values 
Economic Functional Assets uniqueness 

1 Chlorination 8 8 7 
2 Ozonation 9 5 3 
3 Sand filtration 2 6 2 
4 Reverse osmosis 6 5 3 
5 Coagulation & flocculation 4 4 6 

 
 

Table 2 
The scoring and quantification. 

 

Mark 
 

Value Score range 
Assets and threats Vulnerability 

A 1 1-5 1-6 
B 3 6-10 7-13 
C 6 11-15 14-20 
D 8 16-20 21-27 
E 9 21-25 28-34 
F 10 26-30 35-40 

 

 

 

 

 

 

 

 

 

Step 1: Units assessment 

Step 2: Hazards assessment 

Step 3: Vulenrability assessment 

Risk management process 

Cost-benefit analysis Analysis of options for 
changing vulenrability and 

risk reduction 

Risk assessment 

Decision making 
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4. Results and discussion 
4.1. Physicochemical and microbial 
analysis results 
Table 3 shows the chemical and microbial 
analysis results of the water in different points 
of water treatment plants. As shown, the pH 
of the water entering the disinfection unit is in 
the range of 7.1 to 7.9, which varies 
depending on the different measurement 
seasons. Usually, in spring and autumn, when 
the amount of the seasonal rainfall is high and 
the flow is more flooded, the water's pH 
increases. Also, the temperature of the water 

entering the treatment plant is different in 
different seasons. Clearly, in cold seasons, the 
water temperature is low and in hot seasons, 
the water temperature is affected by it. The 
turbidity of the water entering the treatment 
plant increases in spring and autumn, when 
seasonal floods are more likely. The increased 
turbidity is an essential factor in the growth 
and proliferation of pathogens and reducing 
the effectiveness of chlorine. According to the 
US-EPA standard, the maximum permissible 
water's turbidity is 5 NTU, while the optimum 
value is 1 NTU [30]. 

 

Table 3 
The physicochemical and microbial analysis of water in different points of water treatment plants. 
Physicochemical tests Variation range Microbial test Variation range 

FRC (mg/L) 0-1.21 Total coliform bacteria 
(MPN/100 mL) 

0-1600 

Temperature (oC) 13.4-26.8 Fecal coliform bacteria 
(MPN/100 mL) 

0-1600 

pH 7.01-7.97 Thermotolerant coliforms 
(MPN/100 mL) 

0-1580 

Turbidity (NTU) 4.5-112.3 HPC 
(MPN/100 mL) 

0-6501 

 
4.2. Characterization of biotoxins 
Figure 2 shows the LC-high-resolution MS 
analysis of the Ricin, which was was prepared 
by Trypsin with the initial concentration of 10 
mg/L. As shown, there are several distinct 
peaks at the retention times of 12.9 min, 13.1 
min, 13.8 min, 15.3 min and 20.8 min, which 
indicate the Ricin peptides obtained from 
chains A, and B of Ricin D, and Ricin E. The 
m/z range was obtained from 416 to 1139. 
The peaks at the retention times of 5.8 min, 
9.7 min and 12.1 min represent peptides with 
low molecular weights and the m/z of 416, 
422, and 448.7 mg/L respectively. The 
chemical structure of Ricin is shown in the 
image. 
   Figure 3 shows the LC-high-resolution MS 

analysis of the AF-types including AFB1 (1), 
AFG1 (2), AFB2 (3), and AFG2 (4) with the 
initial concentration of 10 mg/L. As it can be 
seen, four peaks at the retention times of 2.8 
min, 3.9 min, 6.7 min, 15.3 min and 9.8 min 
represent the AFB1, AFG1, AFB2, and AFG2 
respectively. The chemical structure of AFB1 
is shown in the image. 
   Figure 4 shows the LC-high-resolution MS 
analysis of the STX with the initial 
concentration of 5 mg/L. The chemical 
structures of STX and NeoSTX are shown in 
the image. As it can be seen, two distinct 
peaks at the retention time of 3.4 min, and 9.6 
min represent the STX (m/z 300.1) and 
NeoSTX (m/z 316.1) respectively. 
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Figure 2. The LC high-resolution MA analysis of the Ricin [The chemical structure of Ricin is shown in 

the image]. 
 
 

 
Figure 3. The LC high-resolution MA analysis of the AF-types including: (1) AFB1, (2) AFG1, (3) AFB2, 

and (4) AFG2 [The chemical structure of AFB1 is shown in the image]. 
 
 

 
Figure 4. The LC high-resolution MA analysis of the STX, [The chemical structure of STX is shown in 

the image]. 
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Figure 5 shows the LC high-resolution MA 
analysis of the ATX-a with the initial 
concentration of 1 mg/L. Chemically, ATX 
(inset, Fig. 5) has a semi-rigid bicyclic 

secondary amine structure, 2-acetyl-9-
azabicyclo [4:2:1] non-2-ene (C10H15NO). A 
distinct peak at the retention time of 3.2 min 
represents the ATX-a (m/z 165.23). 

 

 
Figure 5. The LC high-resolution MA analysis of the ATX-a [The chemical structure of ATX-a is shown in 

the image]. 
 
4.3. Effect of physicochemical properties on 
pathogens analysis results 
Figure 6 shows the effect of the pH (a), 
temperature (b), turbidity (c), and RE (d) 
values of water samples on the pathogens 
analysis results taken from before (a-c) and 
after (d) the chlorination plant. The microbial 
analysis of water samples showed that with 
increasing the pH of the water incoming to the 
disinfection unit, the number of coliform 
bacteria and HPC also increases nonlinearly 
(Fig. 6a). Figure 6b shows the effect of the 
inlet water temperature of the disinfection unit 
on removing the microbial agents. The 
European Union has set a guide number of at 
least 12 and at most 25 oC for the water. The 
results showed that the influence of 
temperature on the microbial agent and 
bacteriology of the water sample before 
entering the chlorination unit was minor. 
However, the results showed that increasing 
the temperature in the range of 22-26 °C can 
slightly increase microbial and bacteriological 
agents. This can be in the better provision of 

biological conditions of microorganisms in the 
temperature range of 28-22 oC [3, 4, 7, 29, 
30]. Figure 6c shows the effect of turbidity of 
the water entering the disinfection unit on 
removing microbial and bacteriological 
agents. The turbidity of the water entering the 
chlorination unit is studied at different 
seasons. Figure 6c shows that the turbidity of 
the water entering the disinfection unit is 
directly related to the amount of the number of 
HPC bacteria, the total coliform and 
thermotolerant coliform, according to the 
Haas et al. findings [31]. The results have 
shown a direct relationship between the 
microbial parameters of water and its 
physicochemical properties [7]. Figure 6d 
shows the effect of the FRC of the effluent 
from the disinfection unit on removing 
microbial and bacteriological agents. 
According to the obtained results, the amount 
of HPC bacteria, total coliform and heatstroke 
can be significantly reduced by increasing the 
FRC. Those results showed that the effect of 
FRC on microbial and bacteriological factors 
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was more significant than thoes of other 
physicochemical parameters. Kelly and 
Sanderson [32] showed that applying an 
inappropriate strategy to disinfect the drinking 

water can lead to the regrowth of microbial 
and bacteriological agents in the drinking 
water. 

 

 

 
Figure 6. The effect of the (a) pH, (b) temperature, (c) turbidity, and (d) FRC values of the samples on the 

pathogens analysis results taken from before (a-c) and after (d) the chlorination plant. 
 
   Figure 7 shows the performance of water 
treatment plants to inactivate the main 
biotoxins. The ability to remove the biotoxin 
from water can be examined from two aspects: 
(1) the solubility of the toxin in water and (2) 
the inactivation power of the treatment unit. 
ATX-a has a high solubility in water (7.2×104 
mg/L at 25 °C). The solubility of STX in 
water is 7.43×104 mg/L at 25 °C, which 

indicates the high solubility in water. The 
solubility of AFT in water is about 10-20 
mg/L. Ricin is also a water-soluble protein. 
The high solubility of the mentioned biotoxins 
leads to a decrease in the performance of each 
of the water treatment plants in removing 
them. As shown in Fig. 7, the sand filtration 
unit has the lowest efficiency in removing 
biotoxins, while the reverse osmosis unit has a 
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high efficiency in removing Ricin. The results 
also showed that the AFT was completely 
eliminated by the disinfection units including 
chlorination and ozonation. It should be noted 
that the design of the disinfection units is 
critical in preventing the formation of other 
toxic and by-product compounds. Rositano et 
al. [20] showed that the ATX-a or STX could 
be destroyed neither with the chlorine doses 
exceeding 30-min chlorine demand nor by 
changes in the pH of water. Their results 
showed that the mentioned biotoxins (toxin 
concentration 20-24 µg/L) were effectively 
oxidized by 4 mg/L of chlorine at the pH of 
7.2-7.4 [20]. The ozone is often injected into 

the water in the pre-coagulation stage to 
minimize the toxic halogen compounds 
formed by combining the oxidizing agent with 
the FRC in the coagulation stage. Hart and 
Stott [33] indicated that the 2 mg/L of ozone 
added to the raw water led to a 60 % removal 
of Microcystin, while the same dose added to 
the treated water removed toxins by 98 %. 
Hitzfeld et al. [8] reported that the 
cyanobacterial toxins containing 50-100 µg/L 
of Microcystin needed to be oxidized with at 
least 1.0 mg/L of ozone to effectively destroy 
the toxin, whereas ozone residuals were 
undetectable after 10 min. 

 

 
Figure 7. The performance of the water treatment plant in the inactivation of main biotoxins. 

 
   Figure 8 shows the performance of the water 
treatment plant to inactivate the main 
pathogens. As it can be seen, the disinfection 
processes, such as chlorination and especially 
ozonation, were considerably effective in 
reducing pathogens. Also, the use of reverse 
osmosis and coagulation/flocculation 
processes are somewhat effective in the 
reduction of the residual pathogens in the 

water. This finding is in good agreement with 
previous results. Kruithof [34] showed that  
combining physical and chemical treatment 
processes such as coagulation/sedimentation 
and oxidation/disinfection (ozone, chlorine) 
was useful to create multiple barriers against 
pathogens and microorganisms. Rose et al. 
[35] calculated that the amount of the 
concentration-time of the FRC for the 
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bacterial threatening agents was 271 
mg.min/L for the 3-log inactivation at 5 oC. 
The presence of FRC in the drinking water 
transmission network (0.25-0.70 mg/L) can 
reduce the possibility of the drinking water 

contamination during the transmission in the 
network. Maul et al. [36] showed that the 
highest bacterial number was attributed to the 
lower FRC levels and the prolonged retention 
time of the water in the transmission network. 

 

 
Figure 8. The performance of the water treatment plant against the inactivation of main pathogens. 

 
4.4. RAMCAP analysis results 
4.4.1. Assets assessment 
Table 4 shows the results of the valuation and 
prioritization of the water treatment plant and 
the final asset rating from the sum of the three 
criteria selected. As it can be seen, the 

chlorination and ozonation units are the first 
priority in removing pathogens and biotoxins, 
while the sand filtration unit is the final stage 
in the water treatment plant in removing the 
mentioned agents. 

 

Table 4 
The results of the valuation and prioritization of the water treatment plants. 

Plant Total score Variation range Final score 
Chlorination 23 E 9 
Ozonation 18 D 8 

Sand filtration 10 B 3 
Reverse osmosis 14 C 6 

Coagulation & flocculation 14 C 6 
 
4.4.2. Assessment of hazards 
Table 5 shows the results of the assessment of 

the pathogenic and biotoxin hazards in the 
water treatment plant. The scoring of biotoxin 
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and pathogenic agents were determined based 
on the factors including (1) the severity of the 
damage, (2) the history of the threat, and (3) 

the ability of the threat agents to enter each of 
the water treatment plants, which were 
obtained from the literatures [28, 29, 37]. 

 

Table 5 
The assessment of the pathogenic and biotoxin hazards in the water treatment plant. 

 

Hazards 
Criteria values 

Damage intensity Threat history Threat ability 
Biotoxins 9 6 8 
Pathogens 3 6 7 

 
   Table 6 shows the results of the valuation 
and prioritization of the pathogenic and 
biotoxin hazards in a water treatment plant 
and the final asset rating from the sum of the 
three criteria selected. As it can be found out, 
the biotoxin agents entering the water can be 
considered as more serious threats than 
pathogens for the water treatment plant. As 
the results of the water analysis showed 
disinfectant agents (chlorination and 
ozonation) could significantly eliminate the 
pathogens. Therefore, the biotoxins are 
considered as a more severe threat than 
pathogens for the water treatment plant. 

 

Table 6 
The assessment of pathogenic and biotoxin 
hazards in the water treatment plant. 

Hazards Total 
score 

Variation 
range 

Final 
score 

Biotoxins 23 E 9 
Pathogens 16 D 8 
 
   By comparing the results of Tables 4 and 6, 
it can be seen that chlorination and ozonation 
units have the highest performance in 
reducing pathogens. In contrast, the sand 
filtration unit has a functional weakness 
against the pathogens and biotoxins entering 
the water. These results were well confirmed 
by the experimental data obtained from the 
analysis of the inlet and outlet water to and 

from each of the mentioned units. Also, the 
results of the RAMCAP analysis showed that 
the performance of reverse osmosis and 
coagulation/flocculation units against 
pathogenic and biotoxins threats was the 
same. 

5. Conclusions 
Identifying the presence and assessing of 
pathogenic and biotoxin agents in an urban 
water treatment plant are of great importance 
to achieve the correct operation of the units in 
the face of potential threats. The LC-MS 
analysis results indicated that the inactivation 
rate of biotoxins was a function of their 
solubility in water and the performance of 
treatment units. Aflatoxin was eliminated by 
disinfection units, while the reverse osmosis 
had high efficiency in removing Ricin and the 
sand filtration had the lowest efficiency in 
removing biotoxins. The microbial tests 
showed that the total coliform, the 
thermotolerant coliform and the HPC agent 
were completely eliminated by the 
disinfection units. The use of reverse osmosis 
and coagulation/flocculation units is 
somewhat effective in the pathogens 
reduction. The results indicated a minor 
impact of the changes in the water temperature 
on the microbial agents. However, the pH and 
turbidity of the incoming water are directly 
related to the amount of pathogenic agents. 
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Also, the amount of the total coliform and 
HPC agent was significantly reduced by 
increasing the free residual chlorine. The 
RAMCAP risk analysis proposed that the 
disinfection unit was the first priority in 
removing pathogens and biotoxins, while the 
sand filtration unit was the final stage. The 
valuation and prioritization results showed 
that the biotoxins were considered a more 
severe threat than pathogens. The findings of 
this study can be applied for the practical 
applications to reduce the vulnerability of the 
treatment units to conventional threats. 
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